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ESSEX PARTNERSHIP UNIVERSITY NHS FOUNDATION TRUST 
 

SURVEILLANCE SYSTEMS POLICY 
 
1.0 INTRODUCTION 
 
1.1 This policy and associated protocol guidance sets out the responsibilities and 

processes to be followed in relation to the installation and management of all 
surveillance systems at Essex Partnership University NHS Foundation Trust 
sites. 

 
1.2 This document has been written in accordance with and adheres to the 

principles of the General Data Protection Regulation 2016 and the Data 
Protection Act 2018, Human Rights Act (1998) and follows guidance from - A 
data protection code of practice for surveillance cameras and personal 
information (2017) 

 
Essex Partnership University NHS Foundation Trust is registered with the ICO 
– Ref: ZA242481. 

 
1.3      The purpose of this policy is to ensure that:  

 Any Surveillance systems installed are justified, appropriately managed 
and not open to abuse or misuse. 

 Correct data privacy impact assessments are made in relation to the need 
for any Surveillance system.    

 Standards are applied to ensure schemes are valid. 
 Surveillance is appropriately installed, maintained and managed. 
 Responsibility for the management of Surveillance systems is identified at 

both local and Trust wide level. 
 Access, storage and disclosure of images are in accordance with the 

principles of the General Data Protection Regulations 2016 and the Data 
Protection Act 2018 and with Trust policy on data sharing. 

 
 
2.0 SCOPE 
 
2.1 This policy and its procedural guidance is binding on all employees of the 

Trust and applies also to other persons who may, from time to time, and for 
whatever purpose, be present on Trust premises. 

 
2.2 This policy is also intended to cover service areas of the Trust where activities 

are carried out, including those properties not owned but used by the Trust.  
 
2.3 Any data stored on removable drives, including CD’s, DVD’s, Memory sticks 

or hard drives are also deemed to be part of the CCTV system and will 
therefore be covered by the content of this policy. 

 
2.4 This policy refers only to overt surveillance only. 
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2.5 “Covert Surveillance” is where surveillance systems may be hidden or placed 
discreetly and may be used in sensitive investigations where on going 
problems occur within specific areas. If it is thought that covert surveillance is 
required the CSO and or VAPR Advisor must be consulted who will seek 
guidance from the Police on an appropriate course of action. Covert 
surveillance is not permitted within the Trust without legal RIPA (Regulation of 
Investigating Powers Act 2000) authorisation from the Police and the consent 
of the Trust Chief Executive. 

 
2.6    Exclusions to this Policy include equipment incorporating Oxehealth Systems. 
 
3.0 DEFINITIONS 
 
3.1 The following definitions will apply to this policy:   

 The “Trust” - Essex Partnership University NHS Foundation Trust. 
 Surveillance systems refer to closed circuit television (CCTV) (BWV) body 

worn video. 
 ‘Scheme/System’ - Any of the Trust’s surveillance systems schemes (a 

systematic plan for a course of action) 
 VAPR Advisor – Violence/Abuse Prevention and Reduction Advisor with 

managerial responsibility for all BWV and knowledge of relevant 
procedures.  

 CSO – Compliance & Security Officer who has managerial responsibility 
for all Trust CCTV systems and knowledge of installations/functionality and 
relevant procedures. 

 Data Protection Officer- is the Associate Director of Electronic Systems 
and Information Governance. 

 Data Controller – Decides what is to be recorded, how the information 
should be used and to whom it may be disclosed.  

 Data Managers - Individuals with responsibility for localised system 
management i.e. Access to reviewing of, efficient reporting of 
failure/outages, informing data Controller of site changes affecting any 
surveillance system via DPIA (Data privacy impact assessment). 
 

3.2 The systems may capture images, where individuals (subjects) or their vehicle 
registrations can be identified. Under the General Data Protection Regulations 
2016 this is deemed personal data. 

 
4.0 RESPONSIBILITIES 

 
4.1 The Trust Board of Directors has overall responsibility for ensuring the 

principles of this policy and procedures and other associated policies are 
implemented across the organisation. The duty of ensuring all measures 
needed to implement this policy and associated procedural guidelines is 
delegated to Directors within their areas of responsibility. 

 
4.2 The Trust Board of Directors is fully committed to a culture of providing high 

quality healthcare and improving patient/staff and all relevant people’s safety. 
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4.3 The Director of ITT will ensure:  
 Network availability for the use of surveillance systems across the Trust 
 Where possible to accommodate storage systems within Comm's cabinets 

utilising the UPS. 
 The provision and support of obtaining IP address details (subnet 

mask/Default gateway) to enable surveillance systems to be connected to 
the Trust network. 

 CSO/VAPR Advisor are included in discussions relating to 
reconfigurations of communication rooms at sites where surveillance 
systems are in operation to allow for safer storage and resilience of 
hardware. 

 Provide ad-hoc technical support. 
 

4.4 Directors and Senior Management will have responsibility within their own 
service area for; 

 
 Monitoring the implementation of this policy via supervision. 
 Be able to evidence that EPUT policies and procedures have been 

followed during any level of investigation. 
 
4.5 Capital development and all site refurbishment project design must 

incorporate the appropriateness of surveillance systems installation by 
involving the CSO at the earliest stage. 

 
4.6 CSO and VAPR Advisor have designated responsibilities in the assessment 

of any surveillance system scheme implemented and on-going responsibilities 
in relation to the operation and management of any scheme. These are 
detailed in the procedural guidance. This is to include the completion of a data 
privacy impact assessment (DPIA); an evaluation of proportionality and 
necessity. DPIA’s must be reviewed by the Information Governance team and 
the views and advice of the Data Protection Officer sought. 

 
4.7 The CSO/VAPR Advisor are identified as the data managers with authority for 

the following:  
 Security and storage of data. 
 Security clearance of persons (staff/contractors and all relevant people’s) 

who have experience/competence to use the system appropriately for 
immediate review of time sensitive footage.  

 Retrieval where appropriate of data in line with section 6.1 
 Destruction of data specifically relating to internal systems within their own 

responsibility in line with retention guidelines. 
 Overarching design and control of installations and directing competent 

contractors to provide maintenance and remedial actions. 
 Liaison with ITT to resolve conversion and codec issues with playback of 

recorded footage for investigation. 
 Liaison with law enforcement agencies and other requesting parties; 

relating coverage and potential/likelihood of capturing requested incident. 
 In conjunction with respective Information Governance team or DPO, 

responsible for identifying non-compliance with the British Standard 
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and/or legislation, operational procedures and breaches of confidentiality 
including unauthorised sharing of data. 

 
4.8 Where any surveillance system impacts on service users, staff and members 

of the public - Data Managers, where identified as the nominated contact 
point, will: 

 
 Ensure the procedures and principles detailed within this policy and 

associated procedural guidance are followed and monitored to meet all 
relevant guidance. 

 
4.9  Individuals working with or utilising any surveillance system:- 
 

 Have an understanding of the Surveillance Systems Policy, procedures 
and local protocols. 

 Implement those areas of this policy and procedural guidance that falls 
within their work remit. 

 Identify any use of surveillance systems that may result in a breach of this 
policy 

 
4.10 All faults identified for CCTV Camera’s must be reported to the Estates 

Helpdesk or via 3i online portal. All faults for Body worn camera’s to be 
reported to VAPR Advisor team (Refer to relevant protocols). 

 
4.11 A Datix must be raised if there are any learning or safety concerns identified 

from the footage. If a staff member reviews any footage in which the content 
raises concerns about practice or safety etc. then this requires immediate 
escalation to the Trust Safeguarding team and/or the Director of Service; this 
must be done immediately. 

 
5.0 OWNERSHIP AND OPERATION OF SURVEILLANCE SYSTEM SCHEMES 
 
5.1 The majority of Surveillance Systems are owned and operated by the Trust.  

Equipment and processes are managed via the Estates and 
Facilities/Legal/VAPR Advisor /Information Governance teams. Maintenance 
is carried out by approved 3rd party contractors in line with current standards. 

 
5.2 Where the Trust occupation is under a lease arrangement and the CCTV 

system is owned/controlled by a landlord, incorporating Private Finance 
Initiative (PFI). The compliance with statutory duties is their responsibility and 
the Trust is required to ensure information sharing agreements are in place 
between both organisations. If the system owner has not taken steps to inform 
visitors that the system is in place, we retain a duty to inform our visitors and 
staff that CCTV is in place.  

 
5.3  Responsibility for the review, assessment and installation of all relevant 

surveillance systems, data collection and control of images is delegated to the 
CSO/VAPR Advisor.  
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5.4 All Surveillance systems must offer the capability for efficient reviewing of 
footage to support incident investigation. All Trust owned systems must be 
part of the Trust IT network for remote access by the CSO/VAPR Advisor or 
other trained persons. 

 
5.5  To support the retention of valuable data and the ability to provide observation 

of high risk environments, the recordable Surveillance systems must be 
attached to a UPS (uninterrupted power supply) whether by a standalone unit 
or as part of a sites IT infrastructure. 

 
5.6 Signage must be displayed on all sites with recordable Surveillance systems. 

The standardised signage identifying the contact point to request access to 
footage and the reasons for installation must be located on the approach to 
enter a building (potentially multiple access points). It is also good practice to 
have Surveillance signage within areas of a site where service user capacity 
had not been assessed when initially entering the site e.g. via 136. 

 
5.7     Whilst a retention period of 31 days is often quoted, retention periods are not 

mandated in law. The legal definition is for as long as necessary for the 
purpose. The Trusts’ portfolio of Surveillance systems is diverse and retention 
periods vary dependent upon the capacity of the technology. However the 
Trust attempts to fulfil a minimum of 31 days. 

 
5.8     Under section 19 of the Police and Criminal Evidence Act 1984 the Police 

have the power to seize hardware where information/data is stored in support 
of their investigations.   

 
6.0 PURPOSES 

 
6.1 Surveillance systems across the Trust property portfolio are in place for the 

below purposes:-  
 

 Quality patient care/safety.  
 Protection of patient’s staff and visitors. 
 Protection of Trust property and assets. 
 To support Police in identifying, apprehending and prosecuting 

offenders. 
 To reduce incidents of violence and aggression.  
 To increase personal safety and reduction of fear. 
 Internal and External investigations.  

For these reasons the information processed may include visual images of people 
and their behaviours. This information may be about staff, service users and general 
public including offenders and suspected offenders. Where necessary or required 
this information is shared with the data subjects themselves, employees, services 
providers, police forces, security organisations and persons making an enquiry. 
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6.2  Data Protection issues:   
 

 All schemes will be operated fairly and lawfully in accordance with the 
principles of the General Data Protection Regulation 2016; Data Protection 
Act 2018; Human Rights Act (1998); Protection of Freedoms Act 2012 and 
only for the defined purpose set out in Section 6.1.  

 All schemes will be operated with due consideration for the privacy of 
individuals.  

 All Trust Surveillance systems are to be registered with the Information 
Governance Manager via Data privacy impact assessments. 

 Any change to the purpose for which any scheme is operated (Section 6.1) 
will require the prior approval of the CSO/VAPR Advisor and consultation 
with the Trusts Data Protection Officer and Information Governance team.  

 
6.3 Effective records of installations should exist, including locations of cameras 

and hardware along with installation date, projected lifespan of internal hard 
drives and basic system specification maintained by CSO. 

 
 

7.0 BREACHES OF THIS POLICY 
 
7.1  The Trust reserves the right to take appropriate disciplinary action against any 

employee who breaches this policy in accordance with the Trust’s disciplinary 
procedures. 

 
7.2  As a major purpose of these schemes is in assisting to safeguard the health 

and safety of staff, patients, and visitors, it should be noted that intentional or 
reckless damage of any Trust Surveillance Systems may be a criminal 
offence and will be regarded as a serious breach of Trust policy and subject to 
disciplinary procedures. 

 
8.0 COMPLAINTS PROCEDURE 
 
8.1 Data subjects who feel they may have grievances and complaints concerning 

the operation of the Trust’s Surveillance systems management can contact 
the Information Governance Team or the Data Protection Officer via EPUT 
Intranet. 

 
8.2 If the data subject is not satisfied with the response, he/she may contact the 

Information Commissioner’s Office. 
 
9.0 IMPLEMENTATION OF POLICY 
 
 
9.1 This policy will be disseminated across the organisation through the Trust 

Intranet site. 
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10.0 REFERENCES 
 
10.1 Other related policies include: 
 

 Data Protection & Confidentiality Policy / Procedures 
 Security Policy RM09 
 Restrictive Practice Policy RM05 
 In-Patient Observation Policy CLP8 
 Missing Patient Policy CLP34 
 Freedom of Information Policy / Procedures CP25 
 Information Governance & Security Policy / Procedures CP50 
 Information Sharing & Consent Policy /Procedures CP60 
 Criminal Behaviour within a Health Environment (Zero Tolerance) Policy 

CP22 
  (This list is not exhaustive) 
 
10.2 Related Legislation and Publications: 
 

 Data Protection Act 2018 
 Protection of Freedoms Act 2012 
 The CCTV Code of Practice produced by the Information Commissioner 
 The CCTV Code of Practice revised edition 2016 
 General Data Protection Regulation 
 The Human Rights Act 1998 
 The Regulation of Investigatory Powers Act 2000 
 Caldicott Report 1997 
 Health and Safety at Work Act 1974 
 Police and Criminal Evidence Act 1984 

      (This list is not exhaustive) 
 
 
11.0 REVIEW OF THIS POLICY 
 
11.1 This policy and associated protocol’s, its implementation and the operation of 

the Trust’s Surveillance systems schemes, will be reviewed by the CSO and 
or VAPR Advisor in conjunction with the Information Governance Manager, 
Legal team every three years or as required during that period before review. 

 
END 
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1.0 INTRODUCTION AND AIMS 

 
 

 

1.1 This protocol should be read in conjunction with the EPUT Surveillance Systems 
Policy (CP28) 

 
1.2 The concept of Body Worn Video (BWV) has been to be acceptable to patients, 

visitors and staff; their use remains under constant review. 
 

1.3 The provider of the BWV is Reveal Media, the devices are robust cameras which 
fit to the user’s clothing by a strong magnet and have an on/off button and a 
record/stop button. 

 
1.4 The primary purpose of the use and activation of Body Worn Cameras (BWC) in 

Essex Partnership University Trust (EPUT) is to improve the safety of patients 
and staff. 

 
1.5 Evidence indicates that the use of video recording devices may reduce the 

incidences of aggression and violence, whilst also providing greater transparency 
and enabling increased scrutiny for any subsequent actions taken in response to 
such occurrences. 

 
1.6 The BWC and their associated accessories have undergone a rigorous testing 

process to endure that they are suitable and safe for use within the selected 
services. 

 
1.7 BWV does not and cannot prevent incidents occurring; it is purely a means of 

ensuring that the Trust can record incidents, and the material can be used to 
support further action when necessary. 

1.8 The Body Worn Video Protocol is intended to provide information and guidance to 
staff in terms of the issue, usage and storage of BWCs within the Trust. This 
outline the expectations of staff and managers in implementing safe working 
practices relating to BWV. 

 

 
 

2.1 This protocol applies to any person who is required to carry out duties on behalf of 
the Trust as a Body Worn Camera user. 

 
2.2 This protocol applies to all staff working on wards where BWC’s are deployed. 

 
 
 
 
 
 

2.0 RESPONSIBILITIES AND TRAINING 

BODY WORN VIDEO PROTOCOL 
 

Protocols for the issue, use and usage of body worn video (BWV) 
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Staff Responders (users) are trained in PMVA and will have received further training in 
the use of BWV. 

 

A member of staff from the designated wards will wear a BWC and they will be the 
designated ‘staff responder’ (users) to incidents. 

 

Staff will sign the BWC log and collect the BWC from the designated area at the start 
of their shift. They will wear the BWC for the duration of the shift. 

 
In the event of an incident occurring, member of staff feeling threatened or at the 
request of the patient, staff wearing the camera will immediately activate the BWC and 
notify the individual, that the incident is being recorded. 

 
In the event that attack alarms have also been activated and other users attend the 
incident, users will activate their BWC on entrance to the unit in question. Wherever 
practical they will notify people that they are recording. 

 
The users should continue to record for as long as necessary to gain best evidence 
before announcing the cessation of recording. Following the use of prone restraint 
and/or seclusion, users will continue to film after staff have disengaged from holding 
the patient to establish the patient’s state of health (focus on their respiration rate and 
consciousness level). 

 
When completing a DATIX for the incident, the use of BWCs should be noted by 
clicking the ‘BWV used’ button/ tab on the Datix submission. Without this tab being 
completed the footage is unlikely to be saved. 
 

 
At the end of their shift the users will return their device to the docking station for 
uploading and recharging and sign the BWC log. They will report any faults o r  damage 
to the cameras to the VAPR Team forthwith. Any faults/damages should be Datixed. If 
in the unlikely event of the camera running out of charge, it should be returned to the 
charging dock, where it will recharge and download footage.  If required one of the 3 
cameras can be used that have been charged for the following shift. 

4.0 FLOWCHART FOR USAGE 
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The following is guidance on the use of BWV when recording incidents; 
 

5.1 How and when to use BWV 
 

5.1.1 To connect the camera to the uniform, the magnet is pulled apart by placing 
fingers into the loops provided and rolled apart. Each part of the magnet is placed 
either side of the uniform, around the chest/shoulder area. The magnets snap 
together and are very secure. Please be careful when the magnets come together 
to prevent injury. If Cameras are fitted with clip attachment, Cameras can be 
secured on uniform using the crocodile clip where most comfortable.  
 

5.1.2 The cameras are to be lifted from the docking stations turned upside down and 
the rear of the camera placed against the magnet connector. The camera is to be 
locked into place and rotated 180 degrees to secure the camera on the magnet.  

 
5.1.3 The camera is ready to use but will be dormant until the side record button is 

turned on by the user. The user must clearly inform all persons present that they 
are recording for the safety of patients and staff. 

 
5.1.4 The camera will remain recording until the user pushes the same side record 

button to turn the camera off. The user should inform all present that recording 
has stopped.  

 
5.1.5 The camera can and should be used any time whereby the user feels unsafe, 

threatened, has or about to be assaulted. The cameras can also be used for 
incidents whereby the safety of patients are also at risk (i.e. a patient is 
threatening another patient, to protect a patient being searched by a staff member 
or an incident of self-harm.) 
 

5.2 Recording an incident 
 

5.2.1  The allocated member(s) of staff will wear a BWV device for the duration of their 
shift. The device will not be recording until activated. 

 
5.2.2  The decision to record or not record any incident remains with the staff member 

wearing the device. The devices do not have to be used for violence and 
aggression only. They can be used at any time where the staff member or patient 
deems it necessary.  

 
5.2.3  In cases where a patient requests that a member of staff records an interaction, 

staff should consider this request in the context of potentially being an indication 
of a developing incident. 

 
5.2.4  Recording an interaction with a patient at their request may help to defuse the 

situation and provide some assurance to the patient that their concerns are being 
dealt with the patient’s best interests in mind. 

 
 
 

5.0 PROCEDURE 
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5.2.5  Start recording early: It is important to record as much of the incident as possible 
in order to secure the best possible overview; therefore recording should begin at 
the earliest opportunity. 

 
5.3 Incident specific 

 
5.3.1  Deployment of the BWC must be incident specific and therefore users should 

not indiscriminately record their day to day activities. 
 

5.3.2 Inform: Patients will be informed about the use of BWCs via the Trust Web site, 
ward welcome packs, posters displayed on the wards and ward meetings. In 
addition to this at the commencement of any recording the users should, where 
practicable, make a verbal announcement to indicate why the recording has been 
activated. 

 
5.3.3  If possible this should include: Date and Time; Location; Confirmation to those 

present that the incident is now being recorded using both video and audio. 
 

5.3.4  If recording has commenced prior to arrival at the scene of an incident, the users 
should, as soon as is practicable, announce to those persons present at the 
incident that the recording is taking place and that actions and sounds are being 
recorded. 

 
Users   should use straightforward speech that can be easily understood b y  
 those present such as ‘I am wearing a Body Worn Camera and recording this  
 Incident’. 

 
 

5.3.5  In so far as is practicable, users should restrict recording to areas and persons 
necessary in order to obtain evidence relating to the incident and should attempt 
to minimise collateral intrusion on those not involved. I.e. other service users not 
involved in the incident. 

5.4 Privacy 
 

5.4.1  During incidents in patient’s rooms, bathrooms or toilets users may find that 
objections to recordings made with the BWC are voiced by the patient. In such 
circumstances, where the user feels that the recording is justified by the nature of 
the incident (for example an incident of serious self-harm or injury to others) they 
should continue to record and explain the reason(s) for this to the patient. Privacy 
and dignity should be taken into account as much as possible. Minimal use of 
BWC in such areas, or when patients are attending to personal care, to be used 
only when deemed necessary. 

 
These may include: 

 The BWC user’s presence might be required to prevent further self-harm / 
injury to any person / property. 

 Capturing the best evidence of incidents and the potential use of physical 
restraint in order to protect both staff and patients. 

 Continuing to record would safeguard both parties with a true and accurate 
recording of any significant statement or action made by any party. 
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5.4.2  It is also acceptable for users to capture audio only footage in situations where 
staff consider this the most effective method to protect the privacy and dignity of 
the patient whilst maintaining safety for all (during the administration of 
intramuscular injection (IMI), searching or changing into anti-rip clothing).  If audio 
only recordings are made, the users should clearly state the rationale for this. 

 
5.5 Interruptions to Filming 

 
Unless specific circumstances dictate otherwise recording must continue 
uninterrupted from the commencement of recording until the conclusion of the incident. 

 
5.6 Concluding of filming 

 
5.6.1  It is considered advisable that the users continues  to record  for  a short period 

after the incident to clearly demonstrate to any subsequent viewer that the 
incident has concluded, the user has resumed other duties or activities and that 
the individual is in no physical distress. This is particularly important after the use 
of restraint, after administration of rapid tranquilisation and also if the patient has 
been secluded. 

 
5.6.2  Users that have attended the incident from other areas will turn off their camera if 

instructed by the incident controller or when informed that their presence is no 
longer required at the incident. 

 
Prior to concluding recording the user should make a verbal announcement to 
indicate the reason for ending the recording. 
 

 

 
 

6.1 Uploading footage: At the end of the shift, the users will return the cameras to the 
designated station where the camera will be connected to the PC (or docking 
station) and signed back in by the user. Docking the camera will simultaneously 
charge the device and upload recorded footage to the secure site. 

 
6.2 There is only one way that the camera can fit into the docking station so staff must 

ensure that they do not force the device into the docking station. Please ensure that 
the devices are fully pushed into the docking station, as if it is not the footage will not 
be downloaded. 

 
6.3 Storing, reviewing and obtaining footage 

 
6.3.1  All data captured will be stored on the providers secure system on the Trusts 

cloud storage. This has been reviewed by information governance for compliance 
with the GDPR and Information Governance requirements for the Trust. Data will 
not be linked to any specific patient record and will be stored in line with the 
following guidance 

 
 
 
 
 

6.0 DATA 
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6.3.2  Footage will be marked for retention by either the  VAPR Team  as follows: 
 

 Any footage linked to a Datix report will be retained and stored by the VAPR 
team for 99 years. 
 

6.3.3 All Internal BWV footage requests should be in relation to one of the below 
departmental investigations. Requests should be made via CP28 Appendix 3a and 
sent to:- 

o Safeguarding –   
o Complaints – t  
o Inquests –   
o HR –   

 
6.3.4  All External requests for BWV footage must be sent to  

with a completed BWV request form – (CP28 Appendix 3)  
 
6.3.5 Guidance on making a request can be found on CP28 Appendix 4 CCTV/BWV 

Flowchart. 
 
6.3.6 Staff viewing footage should consider watching in pairs as material can be 

quite distressing. 
 

6.4 Monitoring 
 

This protocol is subject to the same monitoring / review arrangements as described in 
the CCTV policy (CP28) 

 
The protocol will be reviewed as required, with a minimum of 3 yearly review, unless 
required before. 

 

 
 

7.1 At all times, the body worn cameras remain the property of EPUT and are issued 
via the Trust VAPR team. 

 
7.2 Each ward will have a docking station which contains and charges 4 cameras. 

Cameras should remain in the docking station unless being worn by a staff 
member. Two cameras are to be worn on a ward at a time; two should remain 
on charge and finalise downloading for the next shift. 

 
7.3 Any breakages or damaged devices, should be reported via Datix and the 

VAPR team informed. The VAPR team will report and return the device to the 
provider for it to be repaired or replaced. 

 
7.4 The VAPR Team will be able to provide a spare device whilst the ward device is 

replaced. 
 

 

7.0 RETURN OF FAULTY OR BROKEN   DEVICES 
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10.3 Should a query require more urgent advice, staff should contact the VAPR team 
or any member of the risk team by telephone who will direct them to the most 
appropriate point for advice. 
 
Annex 1- BWC booking form (attached below) 
Annex 2- BWC ward posters (attached below) 
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 Acceleration of judicial process by encouraging early guilty pleas.  
 A reduction in complaints against staff.  
 BWV should reduce absenteeism by supporting with all the above. 
 A tangible contribution to efficient workflow and cost savings. 
 
Prior to any activation subjects and persons in the immediate vicinity will be informed of the 
activation by the Operations staff.  
Immediately on the unit being turned on they will again be informed of its activation.  
Any non-evidential material is retained for 30 days.  
This material is restricted and cannot be disclosed to third parties without the express authority of 
the subject of the recording unless prescribed by law.  
Recorded material is Trust information and it can be accessed on request in writing in accordance 
with the Data Protection Act, unless an exemption applies in the circumstances.  
The BWV operator will decide on a case-by-case basis when and when not to switch the BWV on 
or off. There should always be a presumption to record if the ‘need to address a pressing 
staff/patient safety need’ has been achieved unless the circumstances dictate otherwise.  
 
Based on the above, the following categories of members of the public are likely to have their 
contact recorded:  
 Witnesses of lawful activities.  
 Witnesses of crimes, or those who witness other parties verbally or physically abusing Trust staff 
as they discharge their duties.  
 Persons suspected of committing offences.  
 
In addition, persons, unrelated to any specific interaction between Trust staff and any of the 
categories of persons above, might find their activities captured on a BWV device. To some 
degree, this is inevitable since a camera lens or microphone is non-discriminatory and captures 
whatever is within its vicinity. They will adopt a number of safeguards to firstly avoid this occurrence 
where possible and to ensure that the data is held securely until it is no longer required. 
 As previously mentioned, BWV is capable of capturing primary evidence in such a way that it is 
able to bring a compelling and an indisputable account of an incident. It will considerably reduce 
ambiguity. It will not replace the need to capture other types of evidence but should be considered 
as an additional tool.  
BWV will not be routinely recording and monitoring all activity, the always on approach.  
To do so would fundamentally breach the privacy of large numbers of members of the public, who 
are going about their private business, as well as to a degree the privacy of Trust staff going about 
their work. This cannot be justified from the perspective of proportionality and legitimacy.  
Added to this, is that current technology is incapable of operating in such a way principally due to a 
lack of suitable and sustainable battery life. In addition, such a practice would require the storing, 
reviewing and then disposal of large quantities of data.  
 
In every case where the BWV is activated, the staff member involved must be prepared to justify its 
use.  
 
All images from BWV have the potential for use in court proceedings whether they provide 
information that is beneficial to the prosecution or defence.  
The information will be safeguarded by an audit trail in the same way as other evidence that is 
retained for court. It must be emphasised that BWV can collect valuable evidence for use in 
criminal prosecutions, ensure the Trust acts with integrity and transparency and potentially provides 
objective evidence of controversial events. It offers protection for both citizens and the Trust.  
However, this justification may be closely scrutinised by a court and it is essential that BWV 
recordings will not retained where there is no clear evidence of an offence, unless some other good 
reason exists for their retention. 
 
EPUT Privacy Policy covers the use of body worn devices - Privacy Policy | EPUT 
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device’s internal 
memory. 

4 Footage may 
show victims, 
potential 
witnesses, 
suspects or 
other third 
parties in a 
state of distress 
and/or undress 

L3 L4 S12 High Edit or obscure 
sections of the 
recording if they 
identify 
individuals who 
are not the 
subjects of 
concern. It is 
inevitable that in 
some 
circumstances 
this will occur, 
and users will be 
trained to ensure 
that wherever 
possible the 
focus of their 
activity is on the 
person subject of 
the incident. It is 
widely 
recognised that 
citizens are likely 
to have a strong 
expectation of 
privacy in their 
own homes 
(article 8 of the 
Human Rights 
Act) and under 
normal 
circumstance 
BWV should not 
be used in 
private dwellings. 
However, if when 
attending for the 
primary purpose 
of delivering 
medical care and 
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anti-social 
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the BWV may be 
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the individuals on 
scene. 
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requirement is that the decision has to have a significant effect 
on the individual concerned. 

International organisation  Means an organisation and its subordinate bodies governed by 
public international law, or any other body which is set up by, 
or on the basis of, an agreement between two or more 
countries.  

Information Assets  Information assets are records, information of any kind, data of 
any kind and any format which we use to support our roles and 
responsibilities. Examples of Information Assets are 
databases, systems, manual and electronic records, archived 
data, libraries, operations and support procedures, manual and 
training materials, contracts and agreements, business 
continuity plans, software and hardware.  

SIRO (Senior Information Risk 
Owner)  

This person is an executive who takes ownership of the 
organisation’s information risk policy and acts as advocate for 
information risk on the Board  

IAO (Information Asset Owner)  These are senior individuals involved in running the relevant 
service/department. Their role is to understand and address 
risks to the information assets they ‘own’ and to provide 
assurance to the SIRO on the security and use of those 
assets. They are responsible for providing regular reports 
regarding information risks and incidents pertaining to the 
assets under their control/area.  

IAA (Information Asset 
Administrator)  

There are individuals who ensure that policies and procedures 
are followed, recognise actual or potential security incidents, 
consult their IAO on incident management and ensure that 
information asset registers are accurate and up to date. These 
roles tend to be system managers  

Explicit Consent  Express or explicit consent is given by the data subject freely 
given, specific, informed and unambiguous indication of the 
data subjects wishes, usually orally (which must be 
documented in the patients casenotes) or in writing, to a 
particular use of disclosure of information.  

Anonymity  Information may be used more freely if the subject of the 
information is not identifiable in any way – this is anonymised 
data. However, even where such obvious identifiers are 
missing, rare diseases, drug treatments or statistical analyses 
which may have very small numbers within a small population 
may allow individuals to be identified. A combination of items 
increases the chances of patient identification. When 
anonymised data will serve the purpose, health professionals 
must anonymise data and whilst it is not necessary to seek 
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consent, general information about when anonymised data will 
be used should be made available to patients. 

Pseudonymisation  Means the processing of personal data in such a manner that 
the personal data can no longer be attributed to a specific data 
subject without the use of additional information, provided that 
such additional information is kept separately and is subject to 
technical and organisational measures to ensure that the 
personal data are not attributed to an identified or identifiable 
natural person 

Patient identifiers such as name, address, date of birth are 
substituted with a pseudonym, code or other unique reference 
so that the data will only be identifiable to those who have the 
code or reference.  

Information Risk  An identified risk to any information asset that the Trust holds. 
Please see the Information Risk Policy for further information.  

Privacy Invasive Technologies  Examples of such technologies include, but are not limited to, 
smart cards, radio frequency identification (RFID) tags, 
biometrics, locator technologies (including mobile phone 
location, applications of global positioning systems (GPS) and 
intelligent transportation systems), visual surveillance, digital 
image and video recording, profiling, data mining and logging 
of electronic traffic. Technologies that are inherently intrusive, 
new and sound threatening are a concern and hence 
represent a risk  

Authentication Requirements  An identifier enables organisations to collate data about an 
individual. There are increasingly onerous registration 
processes and document production requirements imposed to 
ensure the correct person can have, for example, the correct 
access to a system or have a smartcard. These are warning 
signs of potential privacy risks.  

Retention Periods  Records are required to be kept for a certain period either 
because of statutory requirement or because they may be 
needed for administrative purposes during this time. If an 
organisation decides that it needs to keep records longer than 
the recommended minimum period, it can very the period 
accordingly and record the decision and the reasons behind. 
The retention period should be calculated from the beginning 
of the year after the last date on the record. Any decision to 
keep records longer than 30 years must obtain approval from 
The National Archives.  

Information Governance 
Alliance (IGA) Records 

Is a guide to the required standards of practice in the 
management of records for those who work within or under 
contract to NHS organisations in England. It is based on 
current legal requirements and professional best practice. The 
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Management NHS Code of 
Practice  

code of practice contains an annex with a health records 
retention schedule and a Business and Corporate (non-health) 
records retention schedule. 

(UK) General Data Protection 
Regulation  (EU) 2016/679 
(GDPR) 

European legislation (applied in UK law by the Data Protection 
Act 2018) on the protection of natural persons with regard to 
the processing of personal data.  

The Regulation defines the ways in which information about 
living people may be legally used and handled. The 6 
principles of the Regulation state the fundamental principles 
relating to processing personal data must:  

 be processed fairly and lawfully.  
 Collected for specified, explicit and legitimate purposes 
 be adequate, relevant and limited to what is necessary in 

relation to the purposes for which they are processed. 
 be accurate and, where necessary, jept up to date. 
 Kept in a form which permits identification of data subjects 

for no longer than is necessary for the purposes for which 
the personal dta are processed. 

 be processed in a manner that ensures appropriate 
security of the personal data, including protection against 
unauthorized or unlawful processing and against 
accidental loss, destruction or damage.  

The Regulation also requires that the Data Controller and Data 
Processor are both able to demonstrate compliance with these 
principles. 

Privacy and Electronic 
Communications Regulations 
2003  

These regulations apply to sending unsolicited marketing 
messages electronically such as telephone, fax, email and 
text. Unsolicited marketing material should only be sent if the 
requester has opted in to receive this information.  

Article 6 Conditions of 
Processing 

1) (a) the data subject has given consent to the processing of 
his or her personal data for one or more specific purposes -  

only lawful if ALL article 7 conditions for consent are met  

1) (b) A contract with the individual: for example, to supply 
goods or services they have requested, or to fulfil your 
obligations under an employment contract. This also includes 
steps taken at their request before entering into a contract.  

1) (c) Compliance with a legal obligation: if you are required by 
UK or EU law to process the data for a particular purpose, you 
can.  

1) (d) Vital interests: you can process personal data if it’s 
necessary to protect someone’s life. This could be the life of 
the data subject or someone else.  
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1) (e) A public task: if you need to process personal data to 
carry out your official functions or a task in the public interest – 
and you have a legal basis for the processing under UK law – 
you can. If you are a UK public authority, our view is that this is 
likely to give you a lawful basis for many if not all of your 
activities.  

1) (f) Legitimate Interest: If you need to process personal data 
in the legitimate interests of the Data Controller or 3rd Party or 
Data Subjects Rights in particular where data subject is a 
child. 

NB 1) (f)  does not apply to processing carried out by Public 
authorities in the performance of their tasks. 

Article 9 Conditions of 
Processing special categories 
of data 

(1) Processing of personal data revealing racial or ethnic 
origin, political opinions, religious or philosophical beliefs, or 
trade union membership, and the processing of genetic data, 
biometric data for the purpose of uniquely identifying a natural 
person, data concerning health or data concerning a natural 
person’s sex life or sexual orientation shall be prohibited. 

(2) Paragraph 1 shall not apply if one of the following applies: 

2) (a) the data subject has given explicit consent to the 
processing of those personal data for one or more specified 
purposes, except where Union or Member State law provide 
that the prohibition referred to in paragraph 1 may not be lifted 
by the data subject 

only lawful if ALL article 7 conditions for consent are met (see 
column D)" 

2) (b) processing is necessary for the purposes of carrying out 
the obligations and exercising specific rights of the controller or 
of the data subject in the field of employment and social 
security and social protection law in so far as it is authorised 
by Union or Member State law or a collective agreement 
pursuant to Member State law providing for appropriate 
safeguards for the fundamental rights and the interests of the 
data subject; 

2) (c) processing is necessary to protect the vital interests of 
the data subject or of another natural person where the data 
subject is physically or legally incapable of giving consent; 

2) (d) processing is carried out in the course of its legitimate 
activities with appropriate safeguards by a foundation, 
association or any other not-for-profit body with a political, 
philosophical, religious or trade union aim and on condition 
that the processing relates solely to the members or to former 
members of the body or to persons who have regular contact 



   

23 
 

with it in connection with its purposes and that the personal 
data are not disclosed outside that body without the consent of 
the data subjects; 

2) (e) processing relates to personal data which are manifestly 
made public by the data subject; 

2) (f) processing is necessary for the establishment, exercise 
or defence of legal claims or whenever courts are acting in 
their judicial capacity; 

2) (g) processing is necessary for reasons of substantial public 
interest, on the basis of Union or Member State law which 
shall be proportionate to the aim pursued, respect the essence 
of the right to data protection and provide for suitable and 
specific measures to safeguard the fundamental rights and the 
interests of the data subject; 

2) (h) processing is necessary for the purposes of preventive 
or occupational medicine, for the assessment of the working 
capacity of the employee, medical diagnosis, the provision of 
health or social care or treatment or the management of health 
or social care systems and services on the basis of Union or 
Member State law or pursuant to contract with a health 
professional and subject to the conditions and safeguards 
referred to in paragraph 3; 

2) (i) processing is necessary for reasons of public interest in 
the area of public health, such as protecting against serious 
cross-border threats to health or ensuring high standards of 
quality and safety of health care and of medicinal products or 
medical devices, on the basis of Union or Member State law 
which provides for suitable and specific measures to safeguard 
the rights and freedoms of the data subject, in particular 
professional secrecy; 

2) (j) processing is necessary for archiving purposes in the 
public interest, scientific or historical research purposes or 
statistical purposes in accordance with Article 89(1) based on 
Union or Member State law which shall be proportionate to the 
aim pursued, respect the essence of the right to data 
protection and provide for suitable and specific measures to 
safeguard the fundamental rights and the interests of the data 
subject. 

Article 7 (Recital 32) 
Conditions for Consent 

Consent should be given by a clear affirmative act establishing 
a freely given, specific, informed and unambiguous indication 
of the data subject’s agreement to the processing of personal 
data relating to him or her, such as by a written statement, 
including by electronic means, or an oral statement. This could 
include ticking a box when visiting an internet website, 


















